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DATA PROTECTION POLICY
Definitions
Policy Application

This policy applies to all employees, temporary staff (such as agency), Council Members, Associates,
contractors and other authorised users of PHARMACEUTICAL SOCIETY NI information technology (IT)
including all personnel affiliated with third parties, and to all equipment owned or leased by the
PHARMACEUTICAL SOCIETY NI. “Associates” includes, but is not limited to, any non-Council
members who are serving on Council committees, Statutory Committees, Registration Appeals
Panellists, members of the Pharmacy Forum and any associated committees or working groups.
Where the policy refers to “Council members” and/or “associates”, this means all those referred to
in this paragraph unless it is otherwise indicated.

Purpose and Scope

This policy sets out the PHARMACEUTICAL SOCIETY NI approach to the obligations imposed on the
PHARMACEUTICAL SOCIETY NI by the Data Protection Act 2018 (the DPA). It serves as the
PHARMACEUTICAL SOCIETY NI's ‘appropriate policy’ for the purposes of Schedule 1, Part 2,
Paragraph 5 of the DPA.

This policy applies to personal data as defined by the DPA, that is, any information relating to an
identified or identifiable natural person. The DPA extends the definition of personal data to include
identification numbers, such as the PHARMACEUTICAL SOCIETY NI registration number, IP address
and social media name.

It also covers information which on its own does not identify someone but which would identify
them if put together with other information. This policy also applies to special categories of personal
data as defined by Article 9(1) of the DPA (which includes information about physical and mental
health and racial or ethnic origin) and data relating to criminal offences as defined in the DPA.
Special category personal data and criminal convictions etc data is data that is particularly sensitive
and, therefore, merits specific protection.

Financial information is not expressly defined as sensitive (or special category) personal data under
the DPA but the PHARMACEUTICAL SOCIETY NI has a particular duty of care with regard to such
information and considers that it should be classified as such and subject to the same safeguards.

Policy

Processing of personal data and special category personal data

The PHARMACEUTICAL SOCIETY NI is required to collect, process and retain personal data (including
special category personal data) to comply with its legal, regulatory and operational obligations.
It includes information about:

e current, past and prospective registrants;
e current, past and prospective users (including contractors or temporary users) of

PHARMACEUTICAL SOCIETY NI IT systems, software and information stored in or accessed through
them or through systems operated by third parties;
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e current, past and prospective Council members and associates;

e current and previous complainants, witnesses and experts involved in the Fitness to Practise
process;

¢ enquirers who contact the PHARMACEUTICAL SOCIETY NI,

¢ personnel in, and personal data received from, external organisations with whom the
PHARMACEUTICAL SOCIETY NI has relationships, for example Government departments, Health
Boards, other statutory and regulatory bodies, such as the PSA, employers and suppliers;

* employees, including contractors;

¢ job applicants;

¢ external experts, consultants and advisers;

¢ respondents and their responses to consultations and surveys;
¢ journalists and the media.

This personal data, whether held on paper or electronically, is subject to the safeguards set out in
the DPA.

Examples of personal data processed by the PHARMACEUTICAL SOCIETY NI:
¢ names of individuals;
e registration numbers;

e contact information (for example postal address, registered address, telephone number, email
address);

e date of birth, passport number, nationality;

e occupation or job title;

¢ places of work;

¢ information about an individual’s education and qualifications; and
¢ information about an individual’s skills and expertise.

Examples of special category personal data processed by the PHARMACEUTICAL SOCIETY NI
¢ physical or health details;

¢ racial or ethnic origin;

¢ religious or other beliefs;

¢ political opinions;

* marital status;

* sexual life; and

¢ trade union membership.

¢ criminal offence data
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The PHARMACEUTICAL SOCIETY NI may process personal data relating to the commission or alleged
commission of a criminal offence by an individual and legal proceedings, outcomes and sentences
convictions in respect of such offences to the extent that such matters are relevant to the
PHARMACEUTICAL SOCIETY NI's functions regarding the pharmacists it regulates.

The PHARMACEUTICAL SOCIETY NI may also be provided with this information by a prospective
employee as part of their application and or as part of the pre-appointment process.

Data Subject Rights

An individual’s rights under the DPA are:

¢ The right to be informed;

¢ The right of access;

¢ The right to rectification;

* The right to erasure;

¢ The right to object;

¢ The right to restrict processing;

¢ The right to data portability; and

¢ Rights in relation to automated decision making and profiling.

The PHARMACEUTICAL SOCIETY NI’'s Data Subjects Rights Policy outlines what the PHARMACEUTICAL
SOCIETY NI does to ensure the rights of the individual under the DPA are respected and responded
to appropriately.

Principles relating to processing of personal data

The current principles as set out in part 3, chapter 2 of the Data Protection Act 2018 apply to this
policy.

1. Personal data must be:

a) processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness,
fairness and transparency’);

b) collected for specified, explicit and legitimate purposes and not further processed in a manner
that is incompatible with those purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);

c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are
processed (‘data minimisation’);

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are processed,
are erased or rectified without delay (‘accuracy’);

e) kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving purposes in the public interest,
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scientific or historical research purposes or statistical purposes in accordance with Article 89(1)
subject to implementation of the appropriate technical and organisational measures required by this
Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’);
and

f) processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage,
using appropriate technical or organisational measures (‘integrity and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1
(‘accountability’).

PHARMACEUTICAL SOCIETY NI Compliance

The PHARMACEUTICAL SOCIETY NI, as data controller, is responsible for, and must be able to
demonstrate compliance with these principles. We follow procedures to ensure that all employees,
contractors, agents, consultants and other parties who have access to any personal data held by or
on behalf of us are fully aware of, and abide by, their duties and responsibilities under data
protection legislation.

In order to meet the requirements of the data protection principles, the PHARMACEUTICAL SOCIETY
NI must:

¢ observe fully the conditions regarding the fair collection and use of personal & special category
personal data;

¢ when asking for information which includes personal data and special category data, make clear
the purposes for which the PHARMACEUTICAL SOCIETY NI will use that information;

¢ collect and process personal data and special category personal data only to the extent that it is
needed to fulfil operational or any legal requirements;

¢ ensure the quality and accuracy of personal data used;
e ensure that information is held for no longer than is necessary;

¢ ensure that the rights of individuals whose personal data is held can be fully exercised under the
Act;

* take the appropriate technical and organisational security measures to safeguard personal data
and special category personal data; and

¢ ensure that personal data is not transferred outside the UK without suitable safeguards.

Information (personal data and special category data) will be retained and reviewed for disposal in
line with the PHARMACEUTICAL SOCIETY NI’s Retention Schedule

All users of PHARMACEUTICAL SOCIETY NI information are required to respect the personal data and
privacy of others and must ensure that appropriate protection and security measures are taken
against unlawful or unauthorised processing of personal data and against the accidental loss of, or
damage to, personal data.

Some of the ways in which the PHARMACEUTICAL SOCIETY NI protects personal data include:
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¢ having a dedicated person with specific responsibility for data protection in the PHARMACEUTICAL
SOCIETY NI;

¢ providing annual awareness training to employees in the handling of personal data;
¢ providing training in data protection and security to all new staff;

¢ ensuring all users of PHARMACEUTICAL SOCIETY NI information only have access to the personal
data they need to in order to carry out their duties;

e carrying out reviews and audits which consider the way personal data is managed and accessed,;

¢ ensuring appropriate technical and organisational measures are in place to protect the
confidentiality, integrity and availability of information;

¢ undertaking regular and on-going reviews of security and cyber risks;
e carrying out annual IT Health Checks and penetration testing;

¢ using Data Protection Impact Assessments (DPIAs) to ensure privacy issues are considered from
the outset;

¢ regularly reviewing the PHARMACEUTICAL SOCIETY NI information assurance and security policies
and procedures;

* maintaining records and logs of processing activity (e.g. information asset register, personal data
register, security incident log, risk register);

* publishing a retention schedule which states how long we will retain types of personal data;
¢ providing regular training and awareness for staff on information assurance and security;

e ensuring contracts which involve any storage or processing of personal data on behalf of the
PHARMACEUTICAL SOCIETY NI contain provisions which comply with the DPA requirements; and

¢ seeking PHARMACEUTICAL SOCIETY NI IT advice, and approval, before considering a supplier
whose operations involve any storage or processing of personal data outside the EU.

Reporting data security incidents

The PHARMACEUTICAL SOCIETY Nl is required to have adequate technical and organisational
measures in place to protect personal data and has a reporting system in place which ensures that
we not only identify personal data breaches but also that we learn from them to improve our
systems and processes.

A Data Security Incident (DSI) is a reported concern about the use, access, destruction of personal
data. This does not only mean incidents where something has happened but should also include
'near misses' where something almost happened.

Where a personal data breach has occurred, it will fall into one or more of the following categories:

* there has been/almost been an unauthorised or accidental disclosure of, or access to, personal
data;

¢ there has been/almost been an accidental or unauthorised loss of access to, or destruction of,
personal data; or
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e there has been/almost been an unauthorised or accidental alteration of personal data.

Incidents should be reported to the PHARMACEUTICAL SOCIETY NI’'s Data Protection Officer (DPO) as
soon as we become aware of them so that we can take action to limit their impact and consider
whether we should report the matter to the Information Commissioner, which is a decision made by
the PHARMACEUTICAL SOCIETY NI DPO and the PHARMACEUTICAL SOCIETY NI Senior Management
Team. Under the DPA, we have a 72-hour window within which to take that decision. All decision
relating to reporting will be process through the ICO analysis tool available on their website.

Members of staff should inform their line manager and DPO immediately.

DPO will then liaise with the line manager or PHARMACEUTICAL SOCIETY NI associate contact to
investigate the incident and provide advice on how best to respond.

Data security is one measure of individual performance that can and should be considered by line
managers during annual appraisal and as part of probation performance reviews.
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